Synopsis

_\_JGroup....

SYNOPSIS GROUP

Introduction to Janusgate Mobile

Date Created: 27t November 2019



Version Control:

Synopsis
Group.....

Version

Description of Changes

Date

Author(s)

Draft

Creation of document

27/11/2019

Nardus Schroeder

Page 2 of 6

Introduction to Janusgate Mobile



Synopsis
Group.....

Contents

VEISION CONIIOL <.ttt b ettt b et bt b et bt e bbbt b bt sa st b e st sb et e b et eb e e e b et eben b e 2

INtroduction 10 JANUSZATE IMIODIIE ......eiiieeiiee e e e e et e e e st a e e e et ae e e asbeeeeeabaee e e sbaeeeessaeesessaeesennseeeesnnsees 4
Workplace Mobility Without The RiSK........couciiiiiiiee ettt et e st e e e st e e e e saab e e e esaabeee e nsaaeeeansseeesanreeens 4
ComMPreneNSIVE @Nd FIEXIDIE ....cii e e e et e e e st a e e e seataeeesataeeesstaeeesstaeeesstaeeesastaeassnstaeeennns 4
Ji¥e T o1 =1 o1 LI [0 To JETor=1 =1 o] LTS PR 4
Rapidly deployed with NO FUNCLIONAIITY [0SS...cccuiiiiiiiiie e e e e e e re e e e s bte e e e s bae e e e s arreeeenanees 6
LV o F= Y e [o Yo TU I =TT TP 6

Page 3 of 6

Introduction to Janusgate Mobile



Synopsis
Group.....

Introduction to Janusgate Mobile

Janusgate Mobile simplifies the often complex area of corporate email security, providing a flexible, easy-to-use
message filtering system that does not require any additional software on the remote devices.

With Janusgate Mobile, email, calendar, contacts, tasks and notes traffic can be filtered before it reaches the mobile
device. If sensitive, users are alerted with a simple message enabling access to the full information from their
corporate desktop, within the corporate-approved container or VDI window.

What’s more, configurable filtering rules allow you to customise security settings to meet your specific
organisational needs. With Janusgate Mobile, you can:

o Identify privileged information by email subject and/or body

e Allow people to use their device’s native email apps

e Restrict content based on email classification

e Block all attachments while allowing the email body to pass

e Prevent email delivery while allowing calendar or contact information to pass
e Stop any Personally Identifiable Information (Pll) being delivered to devices

e Redact specific types of information

Janusgate Mobile takes the complexity out of corporate email security, preventing sensitive emails from
reaching mobile devices to greatly reduce the risk of information loss

Workplace Mobility Without The Risk

Mobile email security is usually complex, hard to manage, or detrimental to productivity. But the rising use of email
on mobile devices means there is an increased risk of information loss if devices are lost or stolen outside your
network.

The solution? Janusgate Mobile is simple to use and easy to manage. There is no additional software required at the
devices, and no loss of functionality or speed. Most importantly, this flexible and practical solution is highly
effective, making it simple for you to improve workforce mobility without the risk of information loss.

Comprehensive and flexible

Janusgate Mobile allows you to secure sensitive emails, with or without an existing email classification system. The
solution works in conjunction with all popular EMM suites and allows you to set customised filtering rules.

Adaptable and scalable

Add new devices, customise rules by device or user role, and quickly provide temporary or contract employees with
secure mobile access. With Janusgate Mobile, it’s easy to scale-up without high cost, complexity or waiting time.
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= % 5:05 pm 3 )

{ MSX2016 Edit

Inbox

@ Carol User 4:53pm
Business Opportunity?
Hi Bob, can you pls call later today so
we can discuss a potentially large
opportunity in the Asia region. Regard...

Alice User 4:50pm
Message delivery blocked 2018-02-01...
A message sent to you has not been
delivered to your mobile device because
the original message contained sensiti...

Updated Just Now A
@ 1T Unread ‘:I
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Alice User a
To: Bob User Details @

Message delivery blocked
2018-02-01T16:50:21
[SEC=UNCLASSIFIED]
Today at 4:50 pm

A message sent to you has not been delivered
to your mobile device because the original
message contained sensitive data.

WARNING - do NOT delete this message as
doing so will delete the original message in your
inbox!!

The original message is available in your e-mail
inbox at work.

Original message details -

Subject : Employee review
IQREC—CONEINENTIALL

P B U S @

Rapidly deployed with no functionality loss
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With Janusgate Mobile, set-up is quick and easy. The connection between the device and Exchange Server is
unaffected and you can continue using existing security like TLS or IPSec for authentication or encryption.

What do you need

e Exchange Server (2007-2019).
e Andoid/Apple Mobile devices.
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